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Systems Security Embedded Security
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Hardware

Processor extension Crypto accelerator



• Fair comparison: how to evaluate?
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Hardware cost

Area cost: LUTs / FFs / DSPs / BRAMs / GEs / mm2 / ...

-> Need fair and uniform metrics...
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Hardware cost

-> … and a reproducible methodology

• Fair comparison: how to measure?

Target platform: FPGA or ASIC



Systems Security Embedded Security
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Hardware cost evaluation in practice



Systems Security Embedded Security

COSIC, DistriNet - KU Leuven6

Hardware cost evaluation in practice
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Hardware cost evaluation in practice
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Why detailed reporting matters

Base core

Extended core



Reporting and methodologies

Variable evaluation metrics

Fair evaluation and comparison
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Hardware cost evaluation in practice

EVAL-HD: an open-source ASIC toolchain for 

researchers (with minimal EDA experience)



./eval-hd.py target_design.v

oSingle area & timing metric

oPyosys

oFreePDK nangate-45nm (or others)

oMinimal friction
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EVAL-HD: How to use



• Accessibility and transparency

oOpen-source, script-based and easy-to-use

• Reproducibility and Consistency

oNo tool- or vendor-specific settings or metrics

• Fairness and Meaningfulness

oUniform and representative metrics for fair comparison
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EVAL-HD: RTL to µm2 and Hz
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Summary

Paper: https://mici.hu
EVAL-HD: https://github.com/KULeuven-COSIC/eval-hd
Data set: https://doi.org/10.48804/WCDDKG

• Inconsistent evaluation strategy can lead to misleading 

conclusions

• EVAL-HD aims to be reproducible and meaningful

https://mici.hu/
https://github.com/KULeuven-COSIC/eval-hd
https://github.com/KULeuven-COSIC/eval-hd
https://github.com/KULeuven-COSIC/eval-hd
https://github.com/KULeuven-COSIC/eval-hd
https://github.com/KULeuven-COSIC/eval-hd
https://doi.org/10.48804/WCDDKG


• Tapeout-quality results (use OpenRoad-flow-scripts in backend)
o Would this make comparison more meaningful?

• Power metrics
o How to keep it accessible?

• Support more cell libraries
o How to ensure fair/direct comparisons?
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Future work
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