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1. The Past
From CRYSTALS.Dilithium to ML-DSA.

2. The Present
An Overview of ML-DSA-OSH.

3. The Future
Real-World Deployment of PQC.

Outline
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Post-Quantum Cryptography
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CRQ
A Cryptographically Relevant Quantum Computer

Source: doi.org/10.1126/science.adh2923

PKC
Public-Key Cryptography

ECC
Elliptic Curve Cryptography

Example:



PQC Standardization
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National Institute of Standards and Technology

KEM
Key Encapsulation Mechanism

DSA
Digital Signature Algorithm

ML-KEM
FIPS 203
est. 2024

ML-DSA
FIPS 204
est. 2024

SLH-DSA
FIPS 205
est. 2024

HQC-KEM
FIPS 205
est. 2027

FN-DSA
FIPS 206
est. 2026

…
Lattice-based

Hash-based

Code-based



• Lattice-based DSA
• Selected in 2022
• Published in 2024 as ML-DSA (FIPS 204)

• Signing  rejection sampling≃
• Non-constant time

• Polynomial arithmetic, SHA-3 for hashing/XOF

• Challenging to implement securely & efficiently
• Gap in literature: (open-source) hardware implementations

Crystals.Dilithium & ML-DSA
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• Parameters & Variables

• Domain Separation

• Hedged & Deterministic Signing

ML-DSA: Notable Changes
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Efficient, Open-Source Hardware (RTL) Implementation of 
ML-DSA

Goal: address the lack of research into implementation 
aspects of ML-DSA

Enables:
• Prototyping optimizations
• Integration & validation of side-channel 

attacks/countermeasures

ML-DSA-OSH
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• Unified ML-DSA RTL implementation
• Based on Crystals-Dilithium design [BeNgGa21]

• Supports KeyGen(), SigGen(), Verify()
• NIST II, III & V parameter sets

• Reduce SigGen() latency by 16 - 36% vs. SoTA
• Pre-computation & optimized operation scheduling

ML-DSA-OSH: High-Level Overview
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ZCU102 Ultrascale+

Resource Utilization: Breakdown
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Performance Comparison
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ML-DSA-OSH enables:
• Optimizing sub-modules
• Architectural exploration
• Performance evaluation
• Prototyping side-channel & fault-injection attacks
• Evaluating effectiveness & cost of countermeasures
• …

Conclusion & Future Work
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Questions? 

See you in Verona!

Thank You!
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IACR ePrint 
2025/2337

GitHub
RTL Source Code
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