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Outline
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• Introduction: Multivariate- and Code-Based PQC

• Masking Gaussian Elimination w/ Back Substitution

• Implementation & Evaluation on Arm Cortex-M4
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Post-Quantum Cryptography (PQC)

[Microsoft]
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Majorana 1

https://news.microsoft.com/source/features/innovation/microsofts-majorana-1-chip-carves-new-path-for-quantum-computing/
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Digital Signature Algorithm (DSA)
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Sender Receiver
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PQC DSA Standardization
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[FIPS 205]

[FIPS 204]

[NIST]

and many 
more…

https://csrc.nist.gov/pubs/fips/205/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/projects/pqc-dig-sig/round-2-additional-signatures
https://csrc.nist.gov/projects/pqc-dig-sig/round-2-additional-signatures
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Multivariate- and Code-Based DSA
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System of Linear Equations
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Linear Algebra 101: Gaussian Elimination
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a11 a12 … a1m b1

a21 a22 … a2m b2

… … … … …

am1 am2 … amm bm
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Row-Echelon Form
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1 a’12 … a’1m b’1

0 1 … a’2m b’2

… … … … …

0 0 … 1 b’m

Row-Operations: Swap, Multiply, Add
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[Secure-IC]

Side-Channel Attacks (SCAs)
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https://www.secure-ic.com/blog/physical-attacks/interview-about-side-channel-attacks/
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[Gross et al.]

Masking
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Boolean Sharing

Masked System of Linear Equations
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Masking Gaussian Elimination
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Step 1: Make Pivot Non-Zero
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a1
11 + a2

11 = a11  0≟

• Returns masked bool (1/0)

• Unmasking leaks information

SecNonzero [CC24]
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https://doi.org/10.46586/tches.v2024.i2.276-303
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Step 1: Make Pivot Non-Zero
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• Conditional Addition

– Add rows to Pivot row…

– or add 0 to Pivot row

– Details in paper

SecCondAdd 
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a1
11 + a2

11 = a11 = 0

a1
11 + a2

11 = a11 ≠ 0
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Step 1: Make Pivot Non-Zero
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Step 1: Make Pivot Non-Zero
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Step 2: Check Pivot
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a1
11 + a2

11 = a11  0≟

• Leak if pivot is (non-)zero

• No unique solution → OK!

SecNonzero [CC24] + Unmask
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https://doi.org/10.46586/tches.v2024.i2.276-303
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Step 2: Check Pivot
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Step 3: Make Pivot 1

23

(a1
11, a2

11) (a1
12, a2

12) … (a1
12, a2

12) (b1
1, b2

1)

(a1
21, a2

21) (a1
22, a2

22) … (a1
2m, a2

2m) (b1
2, b2

2)

… … … … …

(a1
m1, a2

m1) (a1
m2, a2

m2) … (a1
mm, a2

mm) (b1
m, b2

m)

a11* a11
-1

 = 1



#RSAC

• Multiplication prefers multiplicative masking

– B2M conversion [GenProQui11]

(a1
11 + a2

11) = (a’111 * a’211) 

B2Minv
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https://doi.org/10.1007/978-3-642-23951-9_16
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• Strictly* linear operations

• Total Cost: 
– 1 B2M conversion
– NO M2B conversion

SecScalarMult
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Step 3: Make Pivot 1

26

(a1
11, a2

11) (a1
12, a2

12) … (a1
12, a2

12) (b1
1, b2

1)

(a1
21, a2

21) (a1
22, a2

22) … (a1
2m, a2

2m) (b1
2, b2

2)

… … … … …

(a1
m1, a2

m1) (a1
m2, a2

m2) … (a1
mm, a2

mm) (b1
m, b2

m)

(a1
11 + a2

11) = 1



#RSAC

Step 3: Make Pivot 1
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Step 4: Make Lower Elements 0
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Step 4: Make Lower Elements 0
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New Pivot: Repeat Step 1-4
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Resulting Matrix
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• See paper for details

• Reduce cost through early unmasking

SecBackSub
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• Cost determined by
– m (matrix dimension)
– q (modulus)
– n (# shares)

• NIST Additional DS Round 2 & Korean PQC Candidates
– UOV, MAYO, SNOVA, QR-UOV, MQ-Sign

Application to PQC DS Schemes
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• STM32 Discovery• C code (arm-none-eabi-gcc)• On-the-fly TRNG

UOV Implementation on Arm Cortex-M4
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Mitigation of micro-architectural leakages

Security Evaluation in COSIC Lab
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Test Vector Leakage Assessment (TVLA) 

Countermeasure 
OFF

Countermeasure 
ON
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Key Takeaways
How to Apply our results?
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• Real-World requires Secure & Efficient implementations 
– Design of PQC schemes
– Implementation of PQC schemes

• PQC transition 
– Crypto inventory
– Agility: many standards!

Conclusion
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Thank You!
Questions?
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